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	SCOR IT - MISSION DESCRIPTION


Security Administrator / Network
					
	

	Division / Department:
IT services and support is organized around 3 pillars:
· Functional (Projects & Maintenance),
· Technical (Infrastructure, Production, Commodities, & Support) and
· Management & Control.
Choose your department: IT M&C

	Location: 
Kléber

More information : Cliquez ou appuyez ici pour entrer du texte.



	Mission Summary

· Develop and maintain security architecture standards (Cloud infrastructures and APIs) and promote their adoption within IT functional teams.
· Support the operational security excellence manager in the definition and continuous improvement of standard security configurations of technical solutions ensuring availability, integrity, data protection and privacy of Business applications.
· Establish Security view on all key Business applications and provide security recommendations enhancements according to new established security standards.
· Support IT Functional teams to implement remediation of security findings raised into security audits.




	Department

Management & Control is in charge of all transversal IT topics for SCOR IT. It is organized through 4 teams working closely together:
· Security & Compliance, led by Group CISO
· Cost Control and Assets Management
· Sourcing and Vendor Management
· Transformation, Processes & Communication




	Deliveries & calendar

Security Architecture standards
· Develop and maintain security architecture standards (Cloud infrastructures and APIs) and promote their adoption within IT functional teams. 
· Participate in the review and definition of life cycle of Software Development or SaaS Integration, in alignment with SCOR IT Internal Control and Security state of the art’s best practices based on OWASP standards (i.e., Software Assurance Maturity Model (SAMM), Application Security Verification Standard (ASVS), Top 10 proactive controls, Web Security Testing Guide (STG), Cheat Sheet Series, …).

Operational Security
· Define and maintain standard operational security standards
· Promote and drive adoption of network security practices across the enterprise
· Develop metrics and dashboards of the current state of the program, incidents, and overall operational effectiveness
· Define and maintain standard security configurations of technical solutions ensuring availability, integrity, data protection and privacy of Business applications.

Security Assessment and remediation
· Review current system security measures on Business applications and recommend enhancements according to new established security standards.
· Support IT teams to implement remediation of security findings raised into security audits of Business applications.


In addition, you will: 
• Support IT teams for Cyber security consultation and advisory on IT Infrastructure,
• Participate and assist with other duties as assigned.
• Build, refactor and review team documentation in accordance with internal documentation standards





	Nature of Profile

Experience: Five years of Software development experience with strong security constraints.

· Knowledge of Hybrid installations of SCCM, IAM, MDM
· Knowledge of clouds than MS is a plus
· Windows Defender ATP, Windows Defender cloud App security, and Windows Defender for Identity is a plus
· In depth knowledge of Windows Services (DNS, Print, Fileserver, DHCP, Group Policies)
· PowerShell / or other scripting languages (Azure API and other scripts)
· Experience with modern authentication mechanisms
· Experience in networking/protocols/proxy/security devices

Education: Master’s degree in Computer Science or equivalent 

Personal Competencies: 
• Strong Security Software development knowledge/experience
• Good background on Project Management within IT functional teams
• Good Information Security and Risk assessment skills
• Good Cross platform and technology knowledge
• Good Knowledge of information security-related technologies and products 

Soft skills: 
• Effective interpersonal communication skills and ability to direct colleagues
• Presentation skills
• Able to work in a “multi-projects” approach

Managerial competencies (if applicable): 
• Influence, management, and facilitation skills
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