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	SCOR IT - MISSION DESCRIPTION


Profile:  Cybersecurity Manager
					
	N° of Tender : 1400047


	Division / Department:
IT services and support is organized around 3 pillars:
· Functional (Projects & Maintenance),
· Technical (Infrastructure, Production, Commodities, & Support) and
· Management & Control.
Choose your department: IT M&C

	Location: 
Kléber

More information : Cliquez ou appuyez ici pour entrer du texte.



	Mission Summary

• Manage the security relationship with technical teams and our service providers for our IaaS service to operate the Security Operation Center, through workshops, operational meetings and steering committees.
• Play a key role with the Operational Security excellence manager and the Group CISO among the Computer Incident Security Response Team to address increasing Cyber Risk Trend. 
• Contribute to the definition of Cyber security requirements in close collaboration with the Operational Security excellence manager and the Group CISO, (ie, Network segregation, Privilege Account Management …).
• Manage consultants that are required develop and maintain Security Operation Center.




	Department

Management & Control is in charge of all transversal IT topics for SCOR IT. It is organized through 4 teams working closely together:
· Security & Compliance, led by Group CISO
· Cost Control and Assets Management
· Sourcing and Vendor Management
· Transformation, Processes & Communication




	Deliveries & calendar

Manage Security Incident Monitoring, Detection and Response from different sources; manage alerts raised by users (Fraud attempts / Phishing) and events raised by SIEM in place:
• Analyze security events to detect Cyber threats to SCOR Information System and investigate the root cause.
• Coordinate, execute, and automate security tasks between various IT teams
• Coordinate Incident Response including communication of alerts, containment, remediation, and resolution action plan, and follow up on implementation.
• Coordinate Log collection of equipment with technical owners 
• Develop, review and maintain Security rules in the SIEMs in close collaboration with technical owners and fitting the evolving Cyber Risk scenario
• Develop and maintain Threat Intelligence, assess Threat and Vulnerabilities using variable tools 
• Track, review and control Logical access for critical perimeters
• Establish and maintain operational periodic security indicators to measure SCOR security posture and feed KPI to Cyber Risk scenarios.
• Manage Security Exception for privileged or nonstandard access scenarios, temporary processes, network flows or application deployments
• Manage Forensics activities





	Nature of Profile

Experience: More than five years of Cyber Security experience
Education: Master’s degree in Computer Science or equivalent 

Personal Competencies: 
• Strong background in Information and Cyber Security, including Security Operation Center
• Cross platform and technology knowledge
• Knowledge of information security-related technologies and products 
• Strong understanding of security and proprietary information policies
• Risk assessment skills
• Vendor management skills
• Software development knowledge/experience
• Project Management skills
• Investigation skills
• Computer/network forensics knowledge

Soft skills: 
• Effective interpersonal communication skills and ability to direct colleagues
• Presentation skills

Managerial competencies (if applicable): 
• Influence, management, and facilitation skills
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